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Why is kernel heap exploitation hard?

* Limited primitives: Kernel
vulnerabilities commonly provide only a Generic cache Sensitive cache
double-free, use-after-free, or kmalloc-128 cred_jar
constrained write.

e + R
« Cache isolation: Vulnerable objects and | object | | credential
security-sensitive objects are allocated in | object | | credential
| VULNERABLE | | credential
separate SLUB caches. SR £ S
» Unreliable recycling: Returning the | A
correct slab page to the buddy allocator |
dommm e I +

is difficult to control.

» Our objective: Turn a double-free in
kmalloc-128 into arbitrary physical
memory access and root privileges.

No direct reuse
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Our goal: cross the cache boundary

| VULNERABLE CACHE | | SENSITIVE CACHE |
| kmalloc-128 | | page-table pages |
« Starting point: CVE-2022-2588 ' : ' :
| |

| [route4_filter] | [PTEI[PTE][PTE][PTE]

provides a double-free affecting an | double-free | A
object allocated in kmalloc-128. Tt . ' e . "

« Target: Recycle the vulnerable slab | release slab page | rectaim
page and reclaim it as a page-table R S ' _____ .
page. : BUDDY ALLOCATOR :

° EXpeCted impact: Convert a | same physical page I
constrained heap primitive into arbitrary rTTTTTImm T '
physical memory read/write. | dangling write

- Final objective: Modify /etc/passwd R N .
and obtain root privileges from an : apggiﬁgiﬂhsfww :
unprivileged process. REmS— fommmnmmn +

[
\'
/etc/passwd — root
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Tools of the craft: kernel primitives

MP
add_key () timing

[ | AP
| | DLM allocations
[ |

Observe the SLUB |

cache state |

| Shape and fill
| kmalloc-128

|
 Measurement Primitive: Time :
short-lived allocations to infer the state :

of the SLUB cache. ——— BT + A O -
« Allocation Primitive: Use the \\ //
Distributed Lock Manager to allocate v v
objects in kmalloc-128. 1 ConTRoLLED cross-cacke |
 Double-Free Primitive: Trigger | ATTACK |
CVE-2022-2588 through the vulnerable o o
route4 _change path. / \
« Memory Write Primitive: Use the o A e N .
ALSA replace user _tlv() path for an DF | MWP

| [
_ ; | route4_change | | ALSA TLV write
attacker-controlled kernel write. ot | |
| [
| [

| Overwrite the

Release the page | reclaimed PTE

POLITECNICO

MILANO 1863 Advanced Operating Systems course project — 2025/2026




1. PREPARED KMALLOC-128 SLAB

[PADI[PAD][VULN][PAD][PAD]

A

. . I |
Crossing boundaries | |
I |

B [ +
| dangling reference

* Prepare the cache: Fill a controlled v
kmalloc-128 slab with padding and |
vulnerable objects. ' '

- Create a dangling reference: Free the Bm e i #oosesooooooooooes +
selected object while preserving a way | retease page
to trigger the write. e S .
* Release the slab: Empty the slab so } 3 BUDDYALLOCKTOR j
that its backing page returns to the | [ same physical page 1 |

buddy allocator. !

« Reclaim the page: Force the same v
physical page to host page-table | 4. PAGE-TABLE PAGE |
i I |
entrles' | [PTEI[PTE][PTE][PTE][PTE] |
| A |
fmmmm o R +

|

dangling write
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Side channel in a nutshell

- Different allocation paths: SLUB | MP |
serves allocations through paths with i - *
different execution times. v

- Latency feedback: Measurements
reveal whether an allocation uses a
freelist, a partial slab, or a new page.

* Fresh-slab detection: The side Partial slab [1e s e
channel indicates when the allocator New slab from buddy | e X
obtains a new slab page. |

* Improved control: Heap manipulation TS .
becomes observable instead of relying | FRESH SLAB |

. . . | DETECTED |
entirely on blind spraying. S FER— "
|

v
guide heap shaping

ALLOCATION PATH RELATIVE LATENCY

CPU freelist [------ |

POLITECNICO iect —
MILANO 1863 Advanced Operating Systems course project — 2025/2026




FUSE extendes recycling window

PROCESS A PROCESS B FUSE
| | |
prepare victim slab | mounted
| | |
* Process B starts the MWP: The kernel 519“71 B ---omoommoees ;;;L e :
reads data from a FUSE-backed | | |
userspace page. | e e )
« FUSE blocks the page fault: Execution : : pagelfault
remains suspended inside | | X BLOCKED
[<mmmmmm Signal A---------- +

COpy_from_User(). manipulate partial lists
 Process Arecycles the page: It l

manipulates the slab, triggers the segper SOTREmee

double-free, and reclaims the page as a Slabﬁ beddy = page table

page table. signTl FUSE _""_“"“"_I ______________________ >
 The write resumes: FUSE releases the

fault and the pending write overwrites Pesiune write

|
|
. |

the reclaimed page-table entry. : overwrite PTE
Vv

Vv
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From page-table corruption to root

e + e
| 1. CORRUPT ENTRY |---->| 2. PHYSICAL WINDOW
¢ Expose physical memory: The : overwrite reclaimed : : expose 1 GB of
corrupted page-table entry creates a | page-table entry I | physical memory
large accessible physical-memory FomTTTTTTTT T * FomTTTT ‘I” """""" *
window. v
- Find a controlled PTE: Marker pages =~ +---------------------- * Fommmmomonoioooo
are allocated and located by scanning : 4. CONTROLLED PTE :<: 3. MARKER SEARCH
the exposed memory. | find the PTE mapping | | locate MAGIC pages
« Gain arbitrary R/W: The controlled | a known marker page | | inside the window
PTE is repeatedly redirected to arbitrary *~~77" 777" ’I' """""" * torTTTTTTTTTTTTs
physical frames. v
* Modify /etc/passwd: The exploit Fommmmmmmmo oo + Fommmmmommmooo oo
locates root:x:0:0 in the page cache and : 9. AREITRARY R/W :>: & RODT ABLEsS
removes the password marker. | change the PFN to | | root:x:0:0
| map any phys page | | becomes root::0:0
e + e
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Concrete outcomes and validation

« Working exploit: We reproduced a
complete privilege-escalation chain on
Linux 5.14 using CVE-2022-2588.

« End-to-end validation: The QEMU
demonstration starts as an unprivileged
user and ends with passwordless root
access.

 Reproducible environment: Setup and
execution scripts prepare the kernel
source, filesystem, modules, and
virtual-machine execution.

« Debugging artifacts: Custom GDB
scripts inspect SLUB freelists, page
tables, and the buddy allocator.
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Challenges, learning outcomes, and takeaway

 Problems encountered: Allocator nondeterminism, process synchronization, repeated
kernel builds, and subsystem configuration.

 Research challenge: The original technique had to be understood and adapted to Linux
5.14, our environment, and the selected kernel primitives.

« Technical learning: SLUB internals, buddy allocation, page tables, FUSE, namespaces,
pipes, and kernel debugging.

« Main takeaway: Controlling the lifetime and reuse of a slab page can transform a
constrained heap vulnerability into full privilege escalation.
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